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Abstract

A data breach occurs when sensitive or confidential data is compromised, leading to the risk of identity
theft and other criminal or financial outcomes associated with loss of privacy and confidentiality. The
extreme proliferation of data sharing has paradoxically compounded the risk of identity theft. Legislative
responses and preemptive questions raised about the ethical implications of sharing data in cybersecurity
response cooling-off periods have sought to increase raises and calm those broached questions. Considering
the relatively new psychological phenomenon of cognitive load, this postponing of legislation had a
cooling-off effect on ethical implications. Even though such processes are considered as temporary, the
additional burden created by cognitive load can lead to impulsive decision-making processes and closure,
therefore limiting the ability of individuals to correctly evaluate the ethical implications. Such decisions
may include the calculation of potential risk of identity theft when sharing or accessing sensitive or
confidential data. Though the current regulatory environment encourages the implementation of freezing
services as means of risk minimization, these services are not available in all circumstances. Moreover,
such services require preemptive action should stakeholders predict the risk of data compromise.

To counter some of the concerns raised by this study, the deployment of intelligent or smart algorithms in
either preventing risk of identity theft or flagging potential ongoing identity theft is proposed. The term
intelligent in this context refers to decision-support algorithms that are either designed to assist an expert
decision-maker, or have themselves been made smarter through reinforcement learning processes. The
objective is to supplement the responsibility of individuals and banks entrusted with preventing identity
theft with decision-support systems. Enhanced by revision support algorithms deployed by banks as second-
line analysis services, the number of confirmed cases of identity theft is significantly likely to decrease.

Keywords: Data Breach, ldentity Theft, Confidential Data, Privacy Loss, Data Sharing, Ethical
Implications, Cognitive Load, Impulsive Decision-Making, Risk Evaluation, Freezing Services, Risk
Minimization, Regulatory Environment, Preemptive Action, Intelligent Algorithms, Smart Algorithms,
Reinforcement Learning, Decision-Support Systems, Cybersecurity, Expert Assistance, Second-Line
Analysis.

1. Introduction

Identity theft is the act of stealing an individual’s personal information, such as their name, Social Security
number, address, credit card numbers, etc. to commit fraud for financial gain. In identity theft, an
individual’s identity can be obtained through different means, including theft of documents such as driver’s
license, passport, and identity cards; data mining; hacking; social engineering; physical stealing; phishing;
and pretext calling. Identity theft is the most widespread type of cybercrime, disrupting millions of lives in
the process. The pandemic compelled millions of people to work from home and resulted in the most
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extensive digitization of processes in both private and public sectors. Such rapid and inevitable digitization
has opened many new avenues for hackers to commit crimes, including identity theft.

Computers are very ubiquitous in the modern era. This has led to the rising threat of cybercrime and the
introduction of several digital measures to secure a user’s system. Earlier software-based solutions were
sufficient to help defend against these threats. However, hackers have gradually become more adaptive to
counter such measures. This led to the development of intelligent systems using machine learning tools.
These systems have proven their worth when it comes to cybercrime detection and have evolved to detect
new types of crime, including identity theft. Machine learning systems have now been incorporated with
different social networks and online services to regularly monitor behavior on the services to help users be
better prepared against detection. The remarkable accuracy of machine learning systems led to their
adoption for use with different sectors, including banking, e-commerce, and healthcare.

1.1. Background and Significance of lIdentity Theft

Protection of personal privacy through identity status is one of the foundations for any society's
development. Although identity theft has been traditionally considered a minor crime, it currently represents
one of the most serious threats to security, and there is a wide consensus that countries must create an inter-
country strategy to modify the current situation. Identity theft is considered a serious crime, especially due
to its use for international terrorism financing, leading to the creation of several laws that define the
conditions under which identity data can be considered privileged and declare illegal obtaining, storing and
using this type of data without the data owner's consent. International terrorism financing through identity
theft is not limited to national security established by potential loss of life, but also to the disruption of a
nation and international economy through necessary compensative measures for vulnerable entities, private
companies and public administration, or banks reporting unlawful transactions, credit report mistakes, or
loss of data. The economic disruption is mainly due to trust loss in the systems involved, leading to long-
term crises in their operations.

Although several sensationalized cases related to multimillionaire values have been presented, there has
been very few well-researched analyses published. As a consequence, currently used methodologies are
mostly intuitive and experience-based, or use pre-existent data mining methods, prone to deliver erroneous
results, as high values of noise are present due to the difficulties of labeled data for identity theft issues.
This absence of coherent and efficient technologies has also driven the proliferation of private companies
offering identity theft protection as a service. These companies store and synchronize their clients' data in
the most relevant private and public data systems to generate alerts when any activity, using one of their
clients' data, is recognized, thus allowing the client to act in a timely manner to protect its identity.

. HTTP AND DNS /
.. REQUESTS

https://mswmanagementj.com/
1081

ELSEVIER



MSW MANAGEMENT -Multidisciplinary, Scientific Work and Management Journal
ISSN: 1053-7899
Vol. 34 Issue 2, July-Dec 2024, Pages: 1080-1101

2. Understanding Identity Theft

Identity theft is a malicious crime that occurs when a person or an organization obtains the financial or
personal information of someone else without consent. The stolen information is used to impersonate
someone else for financial gain or for other illegal actions. In order to accomplish this, the criminal can
falsify another person's identity documents by copying the details using equipment such as scanners.
Unfortunately, these documents are very easy to forge as there is a complete lack of verification procedures
when using them. For example, no one can distinguish the counterfeit identity card unless the performer is
a specialist, equipped with the necessary validation tools, who checks all the details of the counterfeited 1D
card. Very few people, however, are equipped with the necessary expertise. Therefore, the use and
acceptance of forged identity cards, social security cards, etc., become really easy thus helping in the
successful completion of the crime.

There are several ways to steal someone’s identity: simply stealing wallets, purses, credit cards, passports,
personal checks; stealing personal information through computers via fraud phishing spam; stealing checks
and credit cards through postage mail; stealing personal data through phones; accessing financial
documents, tax returns or credit reports. The safeguards introduced for safeguarding important documents
have not deterred the wicked intentions of the identity thieves. Modern technology provides additional
sophistication to the schemes used to impersonate someone else, so also do the painstaking attacks which
the imposters carry out. The identity thieves have now become increasingly sophisticated in purchasing
data credit files, which are still stored crudely with very few security checks, and feed their phishing scams
into people’s email accounts for inciting them into disclosing their personal information, such as passwords,
account numbers and social security details. The chances of making the impersonation successful are very
high compared to detection.

2.1. Definition and Types of Identity Theft

Identity theft is a deliberate and illegal act committed by an individual to gain a benefit or advantage. This
act usually goes unnoticed and can even affect powerful institutions and individuals. Identity theft is
described when a person assumes the identity of another in order to take on some type of benefit or service
in the name of the other and for personal enrichment. Accordingly, the victim loses control over their
identity and the assumed identity uses the data to commit acts against the law. It can also take the form of
identity deception, especially through the theft of passwords to access social networks or banking accounts.
Cybercriminals impersonate someone else or hack their accounts, publish slanderous phrases, incite
violence, etc. The types of identity theft can vary based on the purpose of the act. For example, when any
individual tries to change their identity to avoid the judiciary or social sanctions, it is called "identity
disguising™; when a hacker tries to assume someone else's account in a social network to make offensive
comments, it is called "identity deception”; and "biometric impersonation” or theft of biometric data,
usually associated with the theft of passwords, is called when someone bypasses the biometric
authentication installed on the digital accounts of a company or an individual.

Identity theft can be perpetrated through the impersonation of official documents, such as passports or
driver's licenses. In these cases, the victim's account can be hacked, information and photos are changed,
and false identities are created. Information can also be purchased on the Dark Web. The stolen account
usually belongs to someone famous or relevant within a company or institution. This type of account is
often used to expose confidential information or commit fraud on a larger scale. Financing is a type of
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identity theft when someone impersonates a lender or financial entity to commit fraud. In this case, the
request is usually made through emails that impersonate the lender.

Equation 1 : Identity Threat Probability Estimation using ML

where
+ P(threat; | X;): Probability that user ¢ is under identity threat

+ X;: Input features (e.g., login behavior, device fingerprint, access patterns)

P(threati | Xi} = (fﬂ (_X,ljl) » fo: ML model with parameters #

» o Sigmoid activation for binary classification

2.2. Impact of Identity Theft on Individuals and Organizations
Most of us share our identity in order to enjoy its privileges, but at the same time we rely on its
confidentiality to protect it from criminals who would misuse it for their own gains. When the identity of
an innocent person is disclosed and later exploited, it is known as identity theft. Identity theft captures our
sympathy as no man is an island and the emotional and social consequences touch innocent bystanders,
friends, and especially, family members. The sense of sympathy is likely augmented by the fact that
impersonation is often a means to gain access to other privileges, the result of which will touch either
physically or financially someone we know. Making matters worse, the people making use of the stolen
identities may have no relationship whatsoever with the victims. Worst still, virtual-identity related crimes
such as sextortion have the tendency to first affect those closest to the victims, the family and/or close
friends, or eventually become public domain.
In financial terms, the overall losses are staggering. The identity theft industry is a multi-billion dollar
business and it has an effect on companies and customers. It is a factor which businesses take into
consideration when deciding whether or not to conduct business online. ldentity theft takes on many guises,
such as fraud and dishonest disbursement, identity theft for profit, identity theft to gain temporal or lasting
advantages, especially in the case of natural disasters, or identity theft by criminal justice offenders in order
to avoid arrest or imprisonment. Most of these crimes touch the physical or financial property of others.
Some originate or lead to cyber-crime such as cyberstalking, which may periodically or permanently
incapacitate the victims.

Dark Web Marketplaces

Unsecure Browsing Malware Activity

Credit Card Theft
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Fig 2 : Protect from Identity Theft Attacks
3. Overview of Identity Theft Protection Frameworks

In conjunction with advances in information technology, identity theft protection frameworks have quickly
evolved from manual security to a more autonomous process leveraging multiple security layers.
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Traditional identity theft protection methods are based on classic security mechanisms like (i) identification
and validation, (ii) strong cryptography, (iii) digital signatures, (iv) digital certificates, (v) access control,
and (vi) secure network communication for exchanged identity information, among others. Identity
information is usually protected with established techniques such as username/password pairs, smart cards,
biometrics, etc. Nonetheless, these mechanisms have fundamental limitations, including potential theft or
loss of identity information, cloned or counterfeited biometric data; risk of unauthorized access to protected
identity information within federal, state, or private repositories; and improper creation, management, and
loss of digital certificates, among others. Furthermore, identity information theft is generally perpetrated
without alerting victims or protected entities, So most methods are not able to act before the theft occurs.
Emerging technologies addressing identity theft protection focus on facilitating the detection of identity
information theft to minimize the detection time and impact in order to provide a layer of identity
information protection. For example, some infrastructures combine advantages of intrusion detection
systems with digital certificate forensics in order to detect potential abuses perpetrated by users, systems,
or corporations who possess the users’ digital certificate; thereby acting before actual theft occurs. Other
approaches rely on intervention in social networks, banks or public registry databases as an attempt to stop
unauthorized use of identity information prior to the crime's completion. However, they suffer from similar
limitations to those traditional methods; i.e., their use is restricted to network and bank transactional data,
with a focus on an identity loss prediction from past behavior, or, either on an identity detection prediction
after a probable loss is registered.

3.1. Traditional Identity Theft Protection Methods

In recent decades, several traditional methods have been implemented as preventative measures to reduce
the likelihood of identity theft fraud. These include credit monitoring services, telephone call identities with
social security bans, consumer spending gatekeeping controls, risk-shifting techniques such as the
placement of fraud alerts on consumer databases, and controls to protect the identity of persons unlikely to
engage in fraudulent activities, such as the elderly. Detecting liability for frauds perpetrated against lenders
or merchants, punishment of offenders through civil liability or criminal prosecution, and protection against
losses through insurance are also deterrent measures to be applied. Fraud alert methods allow a volunteer
to protect his or her information without specialized expertise and without special expense of public funds.
However, all of these traditional tools have seen various degrees of criticism for their effectiveness and
efficiency and thus merit discussion in greater detail.

While consumers may want credit-monitoring services to alert them to unusual activity in their credit
history that may reflect identity theft fraud against them, those alerts may not prevent actual fraud.
Similarly, address-change services do not block an impostor from accessing or opening new lines of credit.
Methods that would serve as other preventative deterrent measures are the placement of a fraud alert on
consumer databases or a system of notification or approval needed for sensitive identity records, like a birth
certificate. A fraud alert does require the consumer to notify the three main credit bureaus of any suspect
appearance of unusual activity on their records. However, it is much less than desirable to rely on such
notification by the consumer in order to trigger preventative engine programs run by the bureaus. Such an
alert would possibly only be used in the event of identity theft fraud or other rare events.

3.2. Emerging Technologies in Identity Theft Protection
Advances in technologies such as Big Data, the Internet of Things, Cloud Computing, and Mobile
Computing enabled new sophisticated ways of identity management and authentication. However, as the
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dependence on technologies and networks increased, so did the vulnerabilities related to identity
verification. Consequently, the necessity of adequate protection increased, which led to the integration of
diverse technologies to privacy enhancement strategies. Biometric data handling, Encryption, and Identity
and Access Management are some of the proposed techniques for ITP. Nevertheless, the existing models
are still subject to security failures, even with the integration of additional technology techniques in the ITP
domain. Recently, Machine Learning algorithms are being integrated into ITP to offer a more accurate
approach to detecting potential privacy threats before applied at risk.

Machine learning algorithms can be divided into three different categories: supervised, unsupervised, and
hybrid ML. Supervised models learn from labeled datasets where potential risks are previously identified,
classifying new data based on the knowledge generated during training. On the other hand, unsupervised
models identify hidden patterns in datasets with no predefined labels, considering all data as normal until
an unusual behavior appears. Most models applied in ITP belong to the supervised model category. Hybrid
models combine techniques from both supervised and unsupervised paradigms. The hybridization is created
with the objective of overcoming some disadvantages of unsupervised models, which is the difficulty in
recognizing normal behavior without a labeled dataset available when the system is deployed. Therefore,
some hybrid models use supervised learning for dataset labeling after receiving knowledge from labeled
potential identity thefts.
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Fig 3 : The contextual framework for combating identity theft
4. Role of Machine Learning in Cybersecurity

Introduction to Machine Learning As defined, Machine Learning (ML) algorithms are programs that
analyze data and learn to predict the value of a particular outcome. Alternative definitions suggest that
machine learning is an artificial intelligence sub-area that learns to identify patterns in data and can predict
outcomes from new data. The most cited definition states that a computer program is said to learn from
experience with respect to some class of tasks and performance measure, if its performance at tasks
improves with experience. Programs using traditional Al methods solve specific problems by evaluating a
number of rules or by reasoning about the information related to the solution. ML programs analyze data
to learn how to relate input data to output values or class memberships from the examples of input/output
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pairs. When presented with new input data, ML programs can predict the related output or assign the input
data to one of the defined classes.

Machine learning is currently the widest and most used form of artificial intelligence, and finds application
in a wide number of areas, such as computer vision, natural language processing, robotics, games, and
social network analysis. The security field is among the main domains where machine learning is heavily
employed, proving particularly suitable for pattern recognition and classification tasks, and exhibiting good
performance for several specific cybersecurity issues, such as malware detection, classification, and
prevention; spam detection and filtering; intrusion and anomaly detection, prevention, and response;
network traffic analysis; traffic classification and modeling; identifying phishing websites; program
vulnerability detection; attack prediction; cyber deception; cyber threat intelligence; user behavior analysis;
and imaging forensics. The success of machine learning methods in cybersecurity issues is mainly due to
their ability to timely analyze huge datasets, as those generally available in the cybersecurity domain. In
this way, potential problems can be detected before any damage occurs, allowing the implementation of
countermeasures, such as alerts and quarantines.

4.1. Introduction to Machine Learning

Machine learning is a specialized function that enables systems to learn from historical data and improve
their performance over time on a specific problem without being explicitly programmed. Several examples
of machine learning in our daily lives include chatbots that guide people around to complete tasks,
optimization techniques that help delivery optimization, sentiment analysis to analyze flaming, and fake
news detection. Organizations are reliant on real-time decision-making, which cannot be supported by
conventional programming. The potential of machine learning has led to a surge in the number of requests
for its adoption, many of which have not been fruitful because of a plethora of reasons. Cybersecurity is
one area where numerous machine learning techniques have been adopted with varying degrees of success.
Machine Learning utilizes computer algorithms that improve automatically through experience. A
computer program is said to learn from experience with respect to some class of tasks and performance
measure, if its performance at tasks in that class, as measured by the performance measure, improves with
experience. In this definition, experience is defined as the task-specific experience available in the form of
prior examples or tasks, and the class of tasks are all the tasks that the program is capable of performing to
very high levels of performance. For example, implicit experience in the form of vast amounts of specific
examples can endow a machine-learning algorithm with the ability to understand spoken, written and visual
data, while tasks such as determining the number of stories in a page, answering questions online, and
recognizing faces have been mastered.

4.2. Applications of Machine Learning in Cybersecurity

Machine learning has rapidly become an important weapon in the cybersecurity arsenal. The growth of
cybercrime as a service and attacks on the financial systems that underpin the economy have brought
urgency to bear on the problem. The current state of cybersecurity has many data backlogs with stale
information. Machine learning may be able to update cyber teams to the current operations, anticipate
inbound threats, mitigate those risks, and recover from the events. Machine learning may also be a substitute
for scarce resources for forensics personnel.
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Fig 4 : Applications of Machine Learning in Cyber Security
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in the network and endpoint protection units at some of
the biggest cybersecurity suppliers. Those organizations are doing a lot of machine learning development
work and applying those capabilities across their vendor portfolios. Those vendors are not capable of using
off the shelf machine learning tools to respond to the rising volume of attacks that are powered by the
increased processing capabilities of cloud, the growing volume of financial data kept in corporate hands,
and the rapid growth of the dark web. Security Information and Event Management platforms may be
integrating machine learning models into the data pipeline to classify abnormal events according to threat
types. Machine learning may enable those SIEM applications to provide alerts to cyber teams.

5. Comparative Analysis of Frameworks

This section provides a comparison of the three frameworks in order to understand their strengths and
weaknesses. This would allow others to become aware of research gaps and areas for improvements, and
further their own research. Also, works in senior individual studies must have an original contribution to
the field of study are an important aspect of delivered pieces. Thus, an explanation of the compared aspects
found to be the most relevant in the literature would give this work originality.

The main contribution to identity theft protection is a network analysis detection model. The latter model
is focused primarily on transactions to detect suspicious behavior from other people who would be
attempting to impersonate criminals. The proposed method is to utilize neural networking together with
known transactions to detect possible potential criminals in a persona involved and martial training, but
also the enhancement of the detection model. For data gathering, it is suggested to use not only previous
transaction correlations provided for the neural network, but also of other "known™ persons from the persona
involved point of view.

In comparison to this fraud detection-centric method, the focus is on consumer protection to allow safe n
cognitive information while creating a personal space. This space will create data that is for limited use and
not limited from one's innermost personal being. This new concept is fundamental in the protection of the
identity creation space. There are traits found not only in biometrics that conditions the attribute. The
attributes must of course be to some extent also under control by the owner of the attribute, but can also be
formed by authentication details found from the security of a personal identity document, or from a possible
e-purse.
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Equation 2 : Comparative Performance Score of Frameworks

where

+ C;: Composite performance score of framework j
+ Aj: Accuracy or AUC of model j

* R;: Real-time responsiveness or latency efficiency
* FP R;: False positive rate

CJ_T.UIAJ—FWQRJ—‘LD;FPRJ

* Wy, Wwa, wy: Tunable weights based on evaluation priority

5.1. Framework A: Description and Features

In the presented town house, network, economic, computer, physical, and personal security concerns
surrounding identity are recognized and addressed by integrating advancements in machine learning with
pre-existing solutions. The model specifies which credentials and identity attributes to protect in order to
avoid misuse. Once the owner of the credential or attribute has been identified, the model can be used to
protect its use or association with identity. The model has been designed to prevent or mitigate loss that
occurs as a consequence of misuse, and thus encompasses all areas of identity management. By embedding
it within these areas processes such as certification, authentication, access and privilege authorization,
identification, verification, monitoring, and recovery in a use case specific manner, leveraging work
completed in earlier phases of the framework, making it complementary to the existing area based models.
Framing identity protection in recognition-protection-performance mode terms allows for complex models
to be constructed that balance the trade-offs in all identities for people that undergo multiple iterations in
their lifetime. Although this enrichment does not make model construction trivial, it does mean that it is
more flexible. Thus it can be tuned to suit individuals some of whom are general identity abusers while
others conduct crime using others' identities; there are very few negative aspects of using the new model
that almost all complexity is ushered in the need for defining the trade-offs between recognition-protection-
performance mode terms, with approximate methods needed to balance and tune the solutions for the new
model being needed for the generalization phase of the use of the model.

5.2. Framework B: Description and Features

In this section, we shall introduce the work done. In this work, the authors designed a framework named
Identity Theft Protection Neural Network (ITPNN) which used the classification and predictive capabilities
of ANN's (Artificial Neural Networks) to detect identity theft attempts early in their development. The INN
utilizes a high number of Sensitive Activities (SA) during the training session. It begins with many SA
marked as Zero or Non-Counter SA of an Identity Theft Classification (ITC) which decrease as the current
ITC classifies those activities correctly. The core ITPNN architecture is a hierarchical architecture made of
a tree-shaped organization of several fifty hidden neurons 1-level heterogeneous - supervised artificial
neural networks. Each of these 1-level networks performs the classification and prediction for some of the
ITC classes. The ITPNN output consists of the weighted sum of the 50x1 outputs of each of the 1-level
networks. Building a hierarchical architecture in such a way, some neurons get trained only to focus on
some specific classes of the ITC, while others neurons get focused on other classes. The detection of identity
theft is performed by identifying the significant deviations from the usual characteristics of the activity SA
of the individual identity being analyzed.

The INN predictions, when detecting identity theft, are not just about pointing out a theft. It includes the
prediction of the time and the IP address of the theft. The output of the ITPNN to perform these types of
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predictions and detection of anomalies is a two-layer network, with the first layer being 1-level ANN that
classifies one of the ITC pre-specified classes only. The second layer uses the output of the 1-level ANN
as the unique weighting factor in a 1x50 weighted summation in order to predict the SA time of occurrence.
In order to be able to predict the IP address from which the identity theft occurs, an intelligent architectural
solution is proposed, where two new 1-level ANNs are added to the design of the 2-layer ITPNN.

5.3. Framework C: Description and Features

The proposed framework is able to predict future course of actions based on the observed behavior of the
users without any login and social graph access. It comprises three modules. The first is a user activity
tracker, which examines the click patterns and operates separately for each individual user. It notices
variations in behavior, such as hitting a different subdomain more frequently or less frequently than average
or accessing a new sub-domain and predicts the probability of the user hitting the different sub-domain
group in the future. The second is a classifier which illustrates the future course of action without prior
behavior knowledge. The last one is a domain controller, which suggests the users by mapping them to the
sub-domain with the highest predicted access probability, and updates its knowledge using the suggestions
made.

The primary goal is to anticipate future usage patterns for visitors accessing a group of subdomains during
the time period when the click analysis cannot be conducted. It is sometimes impossible to notify a user
about a possible account hacking immediately. As there is no knowledge of prior behavior, the classifier
uses generic popular domains for user classification and those domains would have a default list of
noticeable activities that will not be considered while tracking and predicting actions, e.g., login, account
validating, or domain selection actions. Keeping track and possibly predicting a user's clicking activity on various
sub-domains of a specific web site has numerous applications, on which we only touch very lightly. Therefore,
the sub-domains with the lowest predicted visit probability would be suggested for that user, although it
would be expected to get fewer suggestions at this stage since any prediction will be relatively wont.

6. Machine Learning Algorithms for Identity Theft Protection

Machine learning has the potential to revolutionize the field of identity theft protection frameworks with
trusted identity management. A survey was conducted of machine learning algorithms used for identity
theft prevention and detection. Based on the analysis, a large number of supervised classifiers were used,
with random forests and neural networks being the most successful ones. The second most popular category
are unsupervised learning algorithms, employed for detection purposes. Other classifiers, such as regression
and conditional random fields were also reviewed. These algorithms range from simple regression models
to more complicated and resource hungry methods. Reinforcement learning is a less popular way to develop
an identity theft detection framework.

This section describes the supervised, unsupervised and reinforcement learning algorithms utilized for
identity theft protection, being the most commonly adopted categories of machine learning algorithms in
academic research. The list of supervised learning algorithms is summarized. Some techniques were
employed by more than one source, in which case the results are combined. In the case of two sources
employing the same method with different parameters, this source is marked as relevant. The relevant paper
provides more information about the supervised method’s different parameters. In addition to supervised
classification, the K-nearest neighbors algorithm was actually used for predicting. The second most popular
way to develop an identity theft detector refers to its inability to convert previous data in supervision and
supervised learning questioning the predictive power of such previous data. Thus, many works opted for an
unsupervised manner to develop identity theft detection. Also reported in the earlier literature are techniques
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within the predicative category labeled as NARX, Wavelet, Genetic Algorithms and Decision Trees.
Typically, however, the focus is on the earlier section where supervised methods are elaborated upon, and
detect earlier intelligence-based identity theft using a single enterprise data.

6.1. Supervised Learning Algorithms

The supervised machine learning algorithm is the most important category of machine learning. This
learning algorithm creates a model from a training dataset using a supervised learning environment. The
model is later fed with a second dataset to test the output score of the model. The performance and accuracy
of the model is important for a supervised machine learning algorithm. After the evaluation, the machine
learning algorithm test selects the best-performing model and uses that for further testing. The accuracy of
the input training dataset directly affects the efficiency of the output.

The quality of the data used to train supervised machine learning determines how accurate and efficient a
model can be. The better the input, the more accurate the model. Even with large amounts and data, poor
quality of data leads a training model to be inefficient. Supervised machine learning achieves tasks by
creating a function based on mapping input to the output. Translating input to output decreases the
possibility of error when previously unseen data is encountered. Classification tasks and regression tasks
are two categories of supervised machine learning.

Pattern recognition of objects according to the training dataset is called classification. The output during
the classification task is discrete labels. Classification is used on documents, audio and images where the
output can be categories. A function that evaluates input by regression performs a supervised machine
learning task. The output relabels the real values or predicts a finite number of real numbers. Regression is
mainly used to predict the future of the input data. The classification prediction relies on a decoder and a
softmax layer that mimic the probabilities to determine a class. Random forest, logistic regression, Naive
Bayes, artificial neural networks and others are different with their implementation yet are supervised
algorithms.
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6.2. Unsupervised Learning Algorithms

Unsupervised learning algorithms learn from input data without labeled responses. While developing a
model using unsupervised learning algorithms, the target variable is unknown; hence models are used to
describe the structure in the input data. The goal of unsupervised learning is to find hidden structure in the
unlabeled data. Clustering and Association are prominent examples of unsupervised learning. Clustering
models group data into different clusters based on their similarities, while Association rules are used to
discover the probability of some combinations in a dataset. Unsupervised learning is important for identity
theft protection because data is typically unlabeled and does not have any response assigned to it. For
unlabeled data, unsupervised algorithms are the most popular method for extracting interesting hidden
patterns, making such algorithms valuable in an identity theft prevention context. Autoencoders are a type
of unsupervised machine learning method based on neural networks and aim to encode the input data as
output. The unsupervised learning model is trained to compress the input data into a lower dimensional
representation and is forced to decode the compressed representation accurately. One of the main key
advantages of using autoencoders for detecting abnormal patterns in data is that it is not necessary to
explicitly indicate which data points represent anomalies.

Different machine learning based approaches like clustering of financial transactions and abnormal pattern
detection using machine learning models are proposed to detect individuals undergoing identity theft. One
of the goals of identity protection is to expedite concerted rescue actions like cancelling credit cards or
freezing bank accounts once a theft has been detected. Since successful fusion of alerts and notifications is
critical for timely notifications, a semi-supervised classification panel composed of autoencoders,
classifiers and some logistic regression models can help optimize the identity protection.

6.3. Reinforcement Learning Algorithms

Reinforcement learning is a machine learning paradigm often considered as a third category, distinct from
supervised and unsupervised learning. In RL, an agent learns an optimal policy mapping from states of the
environment to actions so as to maximize the expected total return collected over time. Success in
reinforcement learning depends on exploration of the environment, as well as on balancing that exploration
with exploitation of the known. RL is also a key component in deep reinforcement learning systems.
Reinforcement learning has recently emerged as an extremely successful paradigm for learning optimal
strategies in a variety of complex decision-making problems. Advanced methods that incorporate concepts
from deep learning with traditional RL, or deep reinforcement learning, have set state-of-the-art results on
a range of challenging problems: They have mastered complex traversal and strategy games, using graphics
as the environment to explore decisions and elements related to exploration, as well as key decision-making
problems in network management, such as learning to route packets through a network switching fabric or
learning where to place various types of content on servers to minimize latencies or maximina costs. One
natural application domain to which RL is already naturally well-suited to model is deception detection.
Indeed, problems focused on security or where multiple competing agents act based on private information
are common in an RL setting, as in the key problem of anomaly detection.

7. Evaluation Metrics for Frameworks
The evaluation of machine learning models is conceptually straightforward. Various metrics, called

evaluation metrics, are computed for a trained model, and based on them, the model is deemed suitable for
a certain task or not. Usually, domains or problems where such models are employed have existing
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evaluation metrics. Therefore, a naive approach to this problem is to adopt generic evaluation metrics from
the core problem and use them as the basic evaluation metric, for example, the accuracy and precision for
classification tasks. However, while this typically suffices, there are instances where naive approaches are
inadequate, essentially due to the unique nature of the applied models. Consideration should be lent to the
types of models being evaluated, the kind of security data being modeled, and the interpretations of these
models.

To use a comparative analysis of identity theft protection frameworks enhanced by ML algorithms for the
problem of IDT prediction as our business case, this study has integrated various core and domain-specific
evaluation metrics into a set of evaluation metrics. These metrics are applied to several types of ML and
cyber threat detection tasks, such as network intrusion detection and speculative execution attack detection.
This investigation into the evaluation metrics is not intended to serve as a specific utility for this
reconsideration study, whose scope is much wider. Instead, it expands on prior work done by other
publications, seriously considering evaluation metrics for ML.

Various evaluation metrics from different domains or studies are integrated into a refined evaluation metric
set that includes accuracy, precision, recall, F1 score, runtime, and memory requirements, applying it to a
set of common identity theft prevention tasks. This refined evaluation metric set can be used as a guideline
for designing data-driven IDT prediction research with successful outcomes, also considering
considerations concerning the structure of data-driven prediction models and the datasets they utilize.

7.1. Accuracy and Precision

The performance of the proposed identity theft protection frameworks, as in most machine learning
applications, is usually evaluated based on how closely the results of the model match the actual predictions.
The ratio of made predictions to the actual predictions is the accuracy, while precision focuses primarily on
false positives, and identifies the fraction of results expected true positives correctly predicted.

For a binary classification, both metrics can be defined based on the standard contingency table below:
Predicted

1 0

1] TP FN |

Actual0 | FP TN |

Where TP is the count of true positives (actual/positive; predicted positive), TN is the count of true
negatives (actual/negative; predicted negative), FP is the count of false positives (actual/negative; predicted
positive), and FN is the count of false negatives (actual/positive; predicted negative). Note that the
performance of the proposed frameworks was evaluated not only based on accuracy, but primarily on
precision and recall since in practice, accurate detection of frauds is much more critical.

Accuracy = (TP + TN)/(TP + FP + TN + FN)

Precision = TP/(TP + FP)

Where accuracy is the proportion of predictions that are correct across all classes, while precision calculates
the proportion of positive identifications that were actually correct. One of the main problems with accuracy
is that it can be misleading when the class distribution is very imbalanced. With a deeper look into the trade-
offs between accuracy and precision, it is important to understand the limitations of classification accuracy
as the sole metric because it does not explore the area of confusion, making the user blindly apply classifiers
without a comprehensive consideration of what they are doing and what their limitations are.
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7.2. Recall and F1 Score

Model evaluation metrics such as accuracy, precision, F1 score, and recall are used to evaluate user identity
detection and fraud detection methodologies. To create the confusion matrix, let’s consider a true positive
as a detected fraud; a false positive is defined as a legit account that has been incorrectly detected as a
fraudulent account; a false negative is defined as a fraudulent account that has been incorrectly detected as
a legit user; and a true negative is defined as a legit account that has been correctly identified as a lawful
user. The equations for recall and F1 score are presented below, along with the respective explanations.
The recall measures the ability of a model to find all the relevant cases within the data set, meaning that if
a model has a low recall rate, it may not be able to detect important frauds and thus produce a low Fraud
Detection Rate. In recent years, the F1 score has gained traction as another measure that also takes precision
and recall into account. We used the F1 score only when the classes were imbalanced. The F1 score is the
harmonic mean of precision and recall. The F1 score helps in figuring out whether the model’s precision is
increasing as well as its recall. The F1 score, with lower and upper bounds at precision and recall
respectively, gives a score higher than, or equal to, the individual precisions and recalls, only when they
are both equal. This characteristic makes the F1 score balance precision and recall when the class
distribution is imbalanced.

7.3. Computational Efficiency

Frameworks with high accuracy and low error rates are often identified as the most effective
implementations of IT protection operations. However, the most impactful aspect of performance is the
time logical overhead in completing these badge operations. In outlining the key elements within this
important dimension of performance, it has been posited that "Computational efficiency is a vital property
of machine learning as it shows how long a machine learning algorithm takes to process data."
Consequently, an important measure of ML technique performance is the time it takes to process a test
suite. This represents a combination of the build time for the ML algorithm prototype and the time taken to
recognize each subsequent event within the data stream, both of which are important components of ML
algorithm performance which requires careful analysis. As a function of detecting high volumes of attacks
within limited time frames, prototype recognition times must be kept to a minimum to ensure that as many
of the reported attacks as possible generate alerts.

Understanding the factors that influence concurrent label recognition speeds can help to predict an upper
limit on how quickly the ML algorithm can respond to attack events. Design implementations which can
accurately perform a multi-class labelling task on websites restricted to a limited sub-set of behaviours
should be sought. Considerable problems are associated with scaling the supervised class number up and
down due to the effect on classification accuracy. The significant optimizing for multi-class tasks employed
by standard ML implementations means that generalization performance suffers, and the time taken to
identify every data point from the test stream may exceed levels for acceptable production systems for
anything other than small relative class label sets.
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Equation 3 : Adaptive Detection via Online Learning
where

» 04-1: Updated model parameters after new data at time £

» 1): Learning rate

» L: Loss function (e.g., log loss for binary classification)

» y3: True label for sample X

8. Conclusion

The contemporary dependence on digital mediums has laid the groundwork for various cybercrimes and
threats caused by technology. Internet access from anywhere, at any time, has become integral to the daily
activities of every social sector. However, with this increasing digital interaction, the prevalence of
cybercrimes has also increased; specifically, the rate of identity theft is on the rise. While data protection
strategies have progressed, the number of security problems continues to mount. Therefore, there is an
essential need to safeguard sensitive information from cyber offenders through the foundation of reliable
detection models. The automated learning methods of machine learning provide an opportunity to assist the
information protection area by helping to generate reliable detection models that are effective in detecting
various types of security issues. This work analyzes various ML-based identity theft protection model
implementations. The study discusses the process of data collection and preprocessing, and model
evaluation. We implement models to assess the impact of model choice on the ability to detect identity
theft. This is a broad overview of various machine learning-based identity theft protection models.

After the exploration of the contents and ideas presented in this study, we conclude that while various
strategies have been proposed to facilitate detection and prevention, much work is still left to be done. Each
system proposed has its advantages and disadvantages, and further work would be needed to sort out the
factors governing the performance. There is also the need for further development of longer time frame
models that account for the longitudinal effects of identity theft, as well as the analysis of real-world versus
test data for models that depend on synthetic data. Further incorporation of ethical and legal factors
surrounding identity theft and the use of machine learning in this domain is also required.

\
\ \
i |
\

SVM DT RF NB ANN DBN SVM DT RF NB DBN SVM RF NB ANN DT ANN DBN

Malware Dataset VirusShare Enron SMOTE

W Accuracy ® Precision @ Recall

Fig 6 : Analysis of Malware Detection using Machine Learning

8.1. Final Thoughts and Future Directions

The different frameworks we describe protect a person’s identity against identity thieves by monitoring
such sensitive information and facts, such as credit cards, debit cards, driver’s license, births, deaths,
addresses, social security numbers, passport numbers, account numbers, bank account balances, bank name,
etc. Inconsistencies in some frameworks are fixed by implementing some technological advances in the
design. All these implementations with machine learning technologies make all frameworks really perform
very well in well time mode, dealing with problems on a proactive basis. In a few cases, when machine
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learning technology has not been consistent in training the machines, security at a monitoring level has
been employed and all these frameworks play extra measure in after-time dealing with the problems. Some
advanced and innovative approaches, such as Trusted Computing, Privacy-Aware Security, Block Chain
Approach, Genetic Algorithms, and Cloud Computing, have also been described as being in the initial
research stages. They are expected to be of help in future developments.

We have compared frameworks that deal with localized aspects of identity theft, such as the social security
number, credit card, or bank fraud, and have done an initial effort to incorporate new research levels and
further discuss some research directions in framework introspection. However, our effort is small compared
to the areas of application inquiry, which is on the demand side. We hope to raise awareness of readers and
researchers in the privacy and security lives of achievable capabilities for those affected, and on the
development of a more global framework of models for the generation of thorough and grounded content
to explain the cycle of outcomes. We expect further research to be motivated towards a new series of layered
and more refined research agendas. We also point out that practitioners have a role to play in linking design
and moderation so as to help improve end-of-chain technology.
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