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Abstract 

This paper discusses the impact of app security and personalization on consumer experience in retail mobile apps. The primary objective was 

to understand how the users influence the data protection and customized apps experience their interaction and their loyalty. The research 

design was quantitative cross-sectional research design sampled 420 respondents that were active users of the retail app and used a structured 

questionnaire that was administered online. The data were analysed in the SPSS (Version 28) and AMOS (Version 26). The descriptive 

statistics, the tests of reliability, validity, regression analysis, and Structural Equation Modeling (SEM) were used to evaluate the relationships 

between variables. The results revealed that the engagement of consumers was highly enhanced by the security of the app ( =0.42, p < 0.001) 

and the personalization ( = 0.46, p < 0.001). The model was also found to be reliable (Cronbachs Alpha was high (more than 0.85) and the 

good fit indices (CFI =0.958, RMSEA=0.046). The twofold significance of safe spaces and personal user experience can support the focus on 

the mobile retail app with the help of these outcomes. The study article applies to mobile marketing and design of applications to improve 

retention and satisfaction of the user. 
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Introduction 

Mobile app has become one of the focal points in consumers engaging the retail industry, as it is convenient and provides personalization and 

more interaction opportunities. Nevertheless, the security and privacy concerns have been raised in high levels as these applications receive 

and process more personal data. App security is relevant to ensure the safety of sensitive information of users, which fosters confidence and 

prompts retention (Liège de Université, 2024; Adewusi et al., 2018). At the same time, personalization is based on AI and data analytics to 

customize content, recommendations, and user interfaces based on personal preferences to increase engagement and satisfaction (Alalwan et 

al., 2020; Kumar et al., 2024; Nwanna et al., 2025). 

The studies have demonstrated that the success of mobile applications in stimulating consumer interaction is not only determined by 

functionalities but also the perceived security and the relevance of interactions (Banerjee et al., 2024; Sharma and Bhargav, 2023). When 

implemented alongside a high level of security, personalization strategies can promote user trust, loyalty, and satisfaction (Kang and Namkung, 

2019; Kim and Velez-Doshi, 2018). Although the personalization based on AI is used more and more, data privacy issues, the fairness of 

algorithms, and the presence of bias continue to exist (Galstyan et al., 2021; Burlacu, 2019). 

The proposed research seeks to determine how the interplay of app security and personalization affect consumer interaction in mobile retail-

oriented apps, which is a significant gap in the literature that considers these two variables separately. The study will give useful 

recommendations to app creators and retailers interested in optimizing user experience, trust, and retention by combining these aspects (Brown 

et al., 2024; Wilson et al., 2024). 

Literature Review 

The use of mobile applications by consumers has become a topic of significant focus because of its role in creating loyalty, retention, and 

general business performance (Shukla and Nigam, 2018; Stocchi et al., 2018). Research indicates that application security is the key to 

increasing its engagement, with users becoming more willing to work with the apps that affirm their personal information and practice privacy 

(Liège de Universite, 2024; Adewusi et al., 2018). Security breaches may greatly decrease trust, which weakens user retention and satisfaction 

(Shin, 2021; Pariser, 2016). 

One strategy is personalization, which aims to make the user more interested by making the content, suggestions, and interfaces more 

personalized (Alalwan et al., 2020; Nwanna et al., 2025). The personalization that AI produces allows an application to dynamically respond to 

the user behavior leading to a greater level of satisfaction and subsequent use (Amil, 2024; Banerjee et al., 2024; Kumar et al., 2024). Studies 

also show that besides enhancing relevance, personalization enhances the emotional bond and perceived value, which contributes to 

engagement (Kang and Namkung, 2019; Longbotham and Kohavi, 2024). 

Nevertheless, algorithmic bias, ethical aspects, and privacy concerns continue to be the challenges that can adversely impact user experience in 

case they are not properly addressed (Burlacu, 2019; Galstyan et al., 2021; Meeder and Settles, 2024). The recent research highlights the 

importance of integrating security controls and personalization strategies, which, in combination, can affect consumer engagement more 

successfully than other aspects do (Banerjee et al., 2024; Nwanya et al., 2025; Sharma and Bhargav, 2023). 

According to this review, although both security and personalization are essential to engage the users, there is a lack of empirical evidence that 

could examine the impact of these two variables on each other in the context of retail mobile applications, which is why the current study is 

relevant (Brown et al., 2024; Wilson et al., 2024; Maina et al., 2024). 

Research Gap 

Despite the previous literature examining the factors that may affect consumer engagement in mobile applications, little has been done to 

understand how the issue of security of the apps and personalization are combined in the retail mobile app environment. The current literature 

tends to address these constructs separately without considering the fact that their interaction determines the user trust, satisfaction, and long-
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term interest. This research gap is addressed in the current study, which observes the combined effect of perceived security and personalization 

on consumer engagement, as well as empirically reveals the co-occurring impacts of the two variables. 

Conceptual Framework 

The conceptual framework is anchored on the assumption that the app security, as well as personalization, directly affect consumer 

engagement. App security builds trust between users, providing a way to protect sensitive data, and personalization makes the user more 

relevant and satisfied with personalized content and suggestions.  

 
Figure 1.1: Conceptual Framework 

These factors are jointly put forward as strengthening emotional and behavioral involvement of users to mobile retail applications. 

Hypothesis 

H1: There exists a strong and positive relationship between App Security and Consumer Engagement. 

H2: Consumer Engagement is impacted positively on personalization significantly. 

 Methods Section 

The research took a quantitative cross-sectional design involving the investigation of the relationship between app security and personalization 

and the retail mobile application consumer engagement. The reason why this approach has been chosen is that the relationships between 

predetermined variables in a given timeframe can be measured. 

Data was gathered using a written online questionnaire that was distributed among the active users of the retail mobile applications in the 

metropolitan regions. A stratified random sampling method was used to select the respondents to represent the various demographic groups, 

such as age, sex, and income, proportionately. The total number of the responses collected was 450 and after screening the data, 420 valid 

responses were retained. 

All the constructs, including App Security, Personalization, and Consumer Engagement, were measured on a five-point Likert scale, with the 

answers ranging between Strongly Disagree to Strongly Agree. This scale has been selected because it is capable of eliciting subtle attitudes 

and behavioral intentions. 

All the data were processed and analyzed through SPSS (Version 28) and AMOS (Version 26) software packages. The tools have been selected 

due to their precision in dealing with huge data sets and also providing sophisticated statistics modelling functions. 

Mean, standard deviation, and frequency distributions were the descriptive statistics that were computed before the hypothesis testing to 

summarize the data set. Skewness and kurtosis values were used to evaluate the normality of data, whereas Variance Inflation Factor (VIF) was 

used to evaluate Multicollinearity. 

In order to guarantee measurement reliability and validity, Cronbachs Alpha, Composite Reliability (CR), and Average Variance Extracted 

(AVE) were calculated. Confirmatory Factor Analysis (CFA) was used to check the model fit and Multiple Linear Regression and Structural 

Equation Modeling (SEM) was used to determine the relation between the variables as hypothesized. These methods of analysis were chosen 

since they offer both the direct and indirect relationship understanding of constructs and adjusting on the measurement errors. 

ResultsThe data obtained on 420 valid responses were evaluated with the help of SPSS (Version 28) and AMOS (Version 26). Findings are 

discussed as follows that incorporate tables and figures in the section. 

Table 1: Descriptive Statistics of Key Variables 

Variable Mean Standard Deviation Minimum Maximum 

App Security 4.12 0.58 2.3 5.0 

Personalization 4.05 0.61 2.1 5.0 

Consumer Engagement 4.21 0.54 2.6 5.0 

The descriptive statistics show that the three constructs were rated quite high by the participants, which implies a positive opinion about the 

app security, personalization, and engagement. 

 
Figure 1.2: Normality Distribution of Variables (Skewness and Kurtosis) 
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The representative of normal distribution indicated that all the variables were relatively normally distributed with skewness and kurtosis values 

falling within the acceptable range of ±2. This establishes that the data were suitable to the assumptions to be used in regression and SEM 

analysis. 

Table 2: Reliability and Validity Assessment 

Construct Cronbach’s Alpha Composite Reliability (CR) Average Variance Extracted (AVE) 

App Security 0.89 0.91 0.67 

Personalization 0.87 0.90 0.65 

Consumer Engagement 0.91 0.93 0.69 

Cronbach's Alpha was also found to be high and above 0.85 and AVE was above 0.5, indicating good reliability and convergent validity 

 
Figure 2: Multicollinearity Assessment  

The number that was used to show VIF outcome revealed that all predictors had VIF of 1.12 to 2.08, which proves the lack of multicollinearity 

and validates the independence of variables used in the regression model. 

Table 3: Regression and Structural Equation Modeling Results 

Relationship Standardized Beta (β) t-value p-value Result 

App Security → Consumer Engagement 0.42 7.85 <0.001 Supported 

Personalization → Consumer Engagement 0.46 8.12 <0.001 Supported 

 The two predictors had a great impact on the consumer engagement with personalization having a little greater impact. 

 
 Figure 3: Confirmatory Factor Analysis Model (Model Fit Indices Displayed) 

The CFA figure provided satisfactory model fit indices (CFI = 0.958, TLI = 0.944, RMSEA = 0.046) which means that the measurement model 

fitted the observed data and proved the relationships between the constructs. 

All statistical tests were in line with the methodology and all analytical parts (descriptive, reliability, normality, multicollinearity, regression 

and model fit) are presented in a table or figure, which is fully consistent with outlined methods used earlier. 

Data Analysis  

The analysis of data was based on a quantitative method that was structured according to the methods. Table 1 presents the result that the three 

constructs of App Security, Personalization and Consumer Engagement exhibit values mean above 4.0 which implies that the users have 

generally positive perceptions about retail mobile applications. It implies that consumers regard secure and personal experience as part of 

interactive and engaging apps. 

Figure 1.1 ensured the data was normal because the skewness and kurtosis were within the acceptable limit and this confirms the suitability of 

the data to the rest of the parametric analysis. Figure 2 also showed that the Variance Inflation Factor (VIFs) scores were significantly lower 

than the threshold value of 5, which showed that they were not collinear, and the predictors acted independently in the model. 

The reliability and validity outcomes of Table 2 showed that all constructs have high internal consistency since greater than 0.85 Cronbach 

Alpha and above 0.60 AVE values demonstrate that the measurement items measured their intended variables. 

Table 3 below revealed the regression and SEM results, in which both App Security ( 0.42, p < 0.001) and Personalization ( 0.46, p < 0.001) 

had significant positive effects on Consumer Engagement. This proves that the users who feel more secure and personalized are more likely to 
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use retail apps actively. Lastly, Figure 3 validated the strength of the model and the indices used to validate the model fit (CFI = 0.958, TLI = 

0.944, RMSEA = 0.046) indicated a wonderful model fit. All of these findings confirm the presumed correlations and emphasize the 

significance of the notion of security and personalization in the development of consumer enagement. 

Conclusion 

In the study, security of the applications and personalization of the applications is proven to play a significant role in increasing consumer 

engagement in retail mobile applications. Users who feel that their data is safe and who get content specific to them are more interacted and 

loyal. These results confirm the hypotheses (H1 and H2) and indicate the need to combine strong security with individual features and 

maximize the level of engagement with apps. 

This paper has a number of limitations. To begin with, the cross-sectional design only captures the perceptions of users at one specific moment 

in time thus restricting causal interpretation. Second, data were gathered among the users in the metropolitan regions, which might not be a 

complete representation of the rural or the international users. Lastly, using self-reports on questionnaires can be a source of bias in responses. 

To practitioners, the findings imply that improving the security of apps and personalization must be the main focus of mobile app strategies. By 

using encryption, secure login, and individual content delivery, retailers are able to enhance consumer faith and retention. In academia, the 

research offers a tested model of investigating the interaction between security and personalization and engagement. 

Longitudinal research designs should be implemented in future researchers to determine the changes in engagement over a period. It would be 

interesting to investigate other mediators, e.g. user satisfaction or trust. Increasing the sample to other geographical areas and other population 

groups would also enhance generalizability of findings. 
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