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Abstract 

The fast growing e-commerce platforms have revolutionized consumer markets, providing convenience, greater options, and 

economical prices. Nonetheless, the digital transformation has also brought about complicated issues related to consumer 

protection, such as the problem of product authenticity, misleading advertisements, data privacy, and accountability of the 

platform. The changing legal and managerial aspects of consumer protection in e-commerce are critically discussed in this 

paper with special reference to regulatory measures including Consumer Protection Act and Digital Personal Data Protection 

Act. The study takes the form of a doctrinal and analytical approach to assess the sufficiency of the current legal frameworks 

to tackle new threats in digital markets, such as dark patterns, algorithmic manipulation, and cross-border dealings. It also 

discusses the fact that e-commerce platforms are acting as mediators and how much liability they bear in protecting the 

interests of the consumers. Regarding the management side, the paper examines how companies incorporate compliance, 

transparency and grievance redressal systems in their business strategies to establish consumer confidence and to reduce the 

risks of legal liability. The results unveil a trend where there is an increasing change of buyer beware attitude to platform 

responsibility, where e-commerce entities are finding themselves responsible to the fair trade practice. Nevertheless, there 

are loopholes in regulations, especially in enforcement, jurisdictional issues and harmonization of consumer rights 

internationally. The paper ends by recommending a better harmonized and technology sensitive regulatory framework and 

proactive corporate governance to enhance consumer protection in the changing digital economy. 

Key words: E-Commerce, Consumer Protection, Platform Liability, Online Dispute Resolution (ODR), Cross-Border E-

Commerce  

1. Introduction 
The growing rate of e-commerce has fundamentally changed the way in which consumers are able to transact business, 

creating a dynamic online market with its comfort, accessibility and global connectivity. Nonetheless, this change has also 

brought a lot of concern, regarding consumer protection, such as product authenticity, misleading advertisements, data 

protection, and poor grievance redress, systems. The traditional concept of law such as caveat emptor (buyer beware) is no 

longer effective in addressing the reality of online transactions, and a shift towards more platform-based concept of 

accountability is needed. The enforced laws such as the Consumer Protection Act and the Digital Personal Data Protection 

Act in India are aimed at safeguarding the interests of consumers in the online environment. Nevertheless, the fast 

development of e-business models, as well as the new issues like dark patterns and manipulated algorithms, begs the question 

of the relevance and implementation of such laws. Also, e-commerce transactions are cross-border and therefore lead to 

jurisdictional complexities that further complicate consumer redressal.On the managerial level, e-commerce sites are 

important in making consumers trust in them by implementing compliance, transparency, and efficient dispute resolution 

systems. The paper aims to analyze how laws and management meet in safeguarding consumer rights, and what are the gaps 

in this relationship and how a better, more coordinated regulation and corporate governance in the digital economy should 

be applied. The jurisprudential environment in which law and regulation over online platforms assume such a strong grip on 

transactions needs to be subjected to a different liability framework that transcends the old intermediary exemptions (Polat, 

2025). The present paper is to explore the question posed regarding whether platforms are intermediaries or direct providers, 

which affects their liability when it comes to consumer harm (Filatova-Bilous, 2021). In particular, it will explore how the 

product liability law applies to third-party sellers on e-commerce platforms taking into account the role of the latter in the 

process of sales and the latter as the so-called cheapest cost avoider (García-Micó, 2022; Manna et al., 2023). In addition, the 

research will examine the effects of stricter regimes of liability on the fundamental aspects of economic variables and 

investigate how procedural obligations, including greater disclosure of content removal and review programs, can reduce the 

dominance of the market (Lefouili & Madio, 2021a, 2021b). To explore the legal framework that regulates consumer 

protection in e-commerce sites, such as the Consumer Protection Act and the Digital Personal Data Protection Act, and to 

evaluate their suitability in solving modern issues like dark patterns and manipulation in algorithms. Liability capping by 

platform operators due to transactions (Seo, 2025). Moreover, this study will examine the recent regulatory changes in the 

European Union, including the Digital Services Act, to make comparisons and outline the best practices of developing 

regulatory frameworks in other jurisdictions (Cauffman & Goanță, 2021).  This comparative study is going to emphasize the 

need to have a globally harmonized strategy to regulate e-commerce platforms, considering the cross-border aspect of e-

commerce transactions (Rudohradská & Treščakova, 2021). This would involve examining how the concept of consumer is 

subtly understood in the diverse legal systems and the distinction between the relevance of consumer protection and electronic 

transaction laws in cases of online purchases (Subagyono et al., 2024). To explore the law that regulates consumer protection 

in online shopping platforms, i.e. the Consumer Protection Act and the Digital Personal Data Protection Act, and to evaluate 

their suitability in overcoming modern challenges, i.e. the dark patterns and algorithmic bias. Consumer protection on e-
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commerce sites, such as the Consumer Protection Act and the Digital Personal Data Protection Act, and to determine their 

suitability to tackle modern issues such as dark patterns and algorithmic manipulation.  

 
Figure 1: Major Consumer Complaints in E-Commerce Platforms 

It will also attempt to evaluate the managerial practices that the e-commerce platforms have incorporated in an attempt to 

integrate compliance processes, system of transparency and grievance redressal into their systems of operation. The particular 

research question of this study is to ascertain the effectiveness of such frameworks in building consumer confidence and 

reducing the legal risks in the fast-paced digital market (Babayev, 2023). To investigate the legal framework that governs 

consumer protection in e-commerce platforms with a specific focus on considering the available regulatory instruments, 

including the Consumer Protection Act, the Digital Personal Data Protection Act, in their capacity to address new issues, 

including dark patterns, algorithmic manipulation. This will entail analyzing their conditions of safeguarding personal 

information in business online, given the elevated frauds and disputes in e-commerce transactions (Ayunda, 2022). 

 
Figure 2: Integrated Legal-Managerial Framework for Consumer Protection in E-Commerce Platforms 

 
Figure 3: Relationship between Legal Compliance and Consumer Trust in E-Commerce Platforms 
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It also seeks to assess how e-commerce sites use managerial approaches to incorporate compliance systems, transparency 

measures, and grievance redress framework into their operations to enhance consumer confidence and minimize legal risks 

(Yadav, 2024). To study the legal framework on consumer protection of e-commerce platforms, including the assessment of 

the effectiveness of existing regulations, such as the Consumer Protection Act of 2019, to address the most common problems, 

such as fraud, data privacy breaches, and misleading advertisements (Tiwari et al., 2023; Yulianingsih and Putra, 2024).  

2. Literature Review 

In this section, the research synthesis of existing studies on the topic of consumer protection in digital markets will be 

synthesized, including theoretical approaches to the issue of platform liability, the role of information asymmetry in consumer 

decision-making, and a review of the changes in regulatory responses to technological changes (Zim et al., 2025). It also 

examines the issues of cross-border digital transactions and the issues that may arise due to the enforcement of jurisdiction 

and the theatres of global harmonization of consumer protection laws (Ahi et al., 2022). Although consumer protection has 

been researched extensively, there is limited literature review, making it difficult to have a holistic view of the development 

of the field (Goel et al., 2025). Consequently, the review seeks to bring together various strands of inquiry, outlining the gaps 

in existing literature on the interaction of fast-growing digital technologies with the changing buyer behaviors and adaptive 

potential of legal and managerial systems (Kabir, 2022; Sihombing and Resen, 2024). In particular, it deals with the 

augmented information asymmetry between consumers and producers in digitized settings, which may be harmful to 

consumers and requires effective regulatory responses (Akbar et al., 2023). This holds especially true in the context of the 

vulnerability of consumers to predatory strategies, including algorithmic price discrimination and fraudulent marketing 

schemes, in the context of international e-commerce (Goetzinger and Spremić, 2025). The analysis thus outlines the precise 

ways in which platforms can bring about online trust by increasing online security and privacy (Alhashem et al., 2023). In 

addition, this section will explore the imperative importance of data privacy laws in enhancing consumer confidence, 

considering that it is a worldwide issue of implementing and enforcing laws on personal data protection (Prastyani and 

Sharma, 2024). This is particularly important in the areas where there are high numbers of internet users where laws tend to 

focus on protecting the user by enacting all-inclusive laws that are geared towards protecting the e-commerce industry 

(Mishra et al., 2022). Additionally, the international character of e-commerce prompts an analysis of the effect of various 

fragmented regulatory frameworks on consumer trust and the implementation of consumer protection measures along 

international borders (Kamisetty, 2024; Mujtaba and Cavico, 2023). One of the main issues that this body of work raises is 

the constant susceptibility of consumers in the digital space, which is largely connected to the limited choice of data privacy 

and a general ignorance of being exposed to risks (Liyanaarachchi et al., 2024). The intricate combination of many actors, 

interdependent devices, and independent actions of products is another weakness of new technologies that often create and 

process large volumes of data (Đurović, 2019). The necessity to protect consumer data and ethical considerations when 

crossing the boundaries of big data and artificial intelligence is the primary concern to establish trust in FinTech services 

(Oyewole et al., 2024). As such, regulatory frameworks should keep up with these dynamic risks, including effective 

strategies to manage data security, open data management approaches, and well-defined liability responsibilities of all 

participants in digital transactions (Aldboush and Ferdous, 2023; Igbinenikaro and Adewusi, 2024). This dynamic 

environment highlights the necessity of the ongoing modification of policy and governance frameworks to be able to respond 

to the new threats like cyberattacks and data breaches (Adeoye et al., 2024).  

3. Methodology 

The study is a qualitative study that uses mixed methods in its research, a combination of doctrinal legal analysis and 

investigation of empirical evidence provided by industry reports and case studies, to fully evaluate the current situation of 

consumer protection in online markets. It can be done in a manner that effectively evaluates the efficacy of regulations and 

accountability of platforms, both in the prescriptive aspects of law and how they can be put into practice to reduce consumer 

risks. In particular, the substantive provisions and procedural mechanisms of consumer protection law applicable to e-

commerce, including the Consumer Protection Act and the Digital Personal Data Protection Act will be critically assessed 

on the question of whether they are sufficient to deal with new challenges such as dark patterns and algorithmic manipulation. 

Moreover, a grounded theory approach will be included in the methodology to analyze empirical data systematically to allow 

the emergence of new theoretical insights into digital governance and the borderless digital trade (AllahRakha, 2024). This 

will entail a close look at regulations of cross-border e-commerce, ethical issues, and effects of the new technologies on 

consumer rights (Sikder and Allen, 2013).  

It will be an in-depth discussion of how international legal instruments and regional initiatives, including the United Nations 

Guidelines on Consumer Protection and European Commission guidelines, affect domestic adaptations of regulations (Mishra 

& Varshney, 2024). In this analysis, it will be furthered to evaluate the legal hurdles and legal compliance costs facing 

FinTech platforms that are in many jurisdictions, especially in relation to the data privacy and consumer protection norms 

(AllahRakha, 2023). This will involve assessing the impact of various national models of consumer protection between 

proactive regulatory control and self-regulation of industries in the global digital market. The paper will also focus on 

examining the dispute resolution measures, which consumers in e-commerce can use across the border, such as alternative 

dispute resolution and online dispute resolution platforms, to assess their efficacies and accessibility (Rodríguez, 2025). 

4. Findings  

There are considerable differences in the effectiveness of consumer protection in various jurisdictions, and they tend to be 
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associated with the level of digital economy development and the strength of the regulatory enforcement framework 

(Nainggolan et al., 2023). As an example, the level of consumer trust and cases of digital fraud are likely to be higher in 

countries with well-established data protection authorities and well-developed legal frameworks than in areas where their 

infrastructures are less developed or not well-implemented.  

 
Figure 4: The Consumer protection effectiveness by Region (EU, USA, India and other developing countries)  

This divergence highlights why the international policies should harmonize to ensure innovation and at the same time protect 

the rights of consumers and ensure fair competition in the dynamic relationship between e-commerce and international trade 

law (Prasad, 2023). The research proposes that the reconsideration of international trade law is essential to respond to the 

particular issues and opportunities that the digital age offers with the aim to establish the regulatory environment that would 

facilitate the potential of new technologies (Słok–Wodkowska and Mazur, 2021). Moreover, the spread of artificial 

intelligence into the framework of global trade agreements brings even more difficulties, as more traditional structures need 

to be changed to solve the problem of intellectual property, data protection, and liability in an even more automatized 

environment (Igbinenikaro and Adewusi, 2024). It also involves discussing the ways AI may be used to promote trade 

efficiency and settle cases, and at the same time, introduce new legal issues regarding data protection, intellectual property, 

and transparency (Khan, 2024). This type of integration will require reconsidering the current dispute resolution systems, and 

a focus on new digital solutions to address multifaceted cross-border disputes emerging as a result of AI-based commerce 

(Anggraeni et al., 2025; Shu-min et al., 2024). Here the importance of online dispute resolution mechanisms emerges to 

effectively address the complicated and multifaceted disputes that are commonplace in e-commerce across borders (Zuo et 

al., 2024). But in the low-value, cross-border transactions, the effectiveness of national laws and local courts in consumer 

protection is less than optimal, which implies the necessity of efficient and supervised online dispute resolution services that 

deliver fast and out-of-court enforceable judgments (Cortes and Rosa, 2013). Furthermore, the globalization aspect of e-

commerce requires the international agreement on the minimum legal standards to resolve online disputes that will help 

enforce it across the borders and offer similar consumer protection (Agrawal and Mishra, 2022; Cortes, 2010). Nevertheless, 

finding an agreement on a universal regulatory framework of Online Dispute Resolution has not been an easy task, and 

previous efforts of entities such as UNCITRAL to reach a global consensus on the issue have not brought about a broad 

acceptance of the concept because of issues related to cross-cultural and power dynamics (Sampani, 2021). This challenge 

emphasizes the need to create more versatile AI-based arbitration and mediation frameworks that are capable of operating 

within different legal systems and cultures (Khan, 2024).  

These systems would have to incorporate advanced algorithms that can comprehend the details of international commercial 

law and consumer protection laws in different jurisdictions (Igbinenikaro and Adewusi, 2024; Turdialiev, 2024). These 

intelligent systems might use logic based on rules and ambient intelligence to maximize the effectiveness and impartiality of 

dispute resolution procedures, with the assistance of professional expertise in particular areas building IF-THEN logical 

frameworks to make decisions (Peters, 2021). The integration of the artificial intelligence in the mechanisms of online dispute 

resolution provides increased opportunities in structuring communication, controlling cases, information gathering, and even 

predicting outcomes, thus affecting the negotiation process and reducing bias (Ebers, 2022). Nevertheless, the successful 

application of AI to ODR must take into consideration such concerns as procedural legality, regulatory fairness, and data 

security, as well as the necessity to consider subtle elements of human interaction, such as the emotional response and the 

abstract nature, which is not easily reflected by traditional AI (Alessa, 2022; Zhang, 2022). 

5. Discussion 

The concept of consumer protection in e-commerce requires a comprehensive approach that incorporates sound legal 

provisions with proactive management policies to protect the interests of consumers in the swiftly changing online market. 

These involve assessing the effectiveness of existing regulatory measures, including the Consumer Protection Act and the 
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Digital Personal Data Protection Act, in dealing with new digital risks such as dark patterns and algorithm manipulation. On 

managerial level, it is important to know how e-commerce platforms integrate compliance systems, transparency, and 

grievance redressal systems within their business models to establish consumer confidence and reduce legal risks. The 

purpose of this paper is thus to fill the above research gaps by undertaking a comprehensive review of the legal and managerial 

issues of consumer protection within the digital markets that will offer practical recommendations to policymakers and other 

stakeholders in the e-commerce industry. In particular, it will question the responsibility of e-commerce platforms as 

intermediaries and the effectiveness of current dispute resolution systems, including how AI-driven solutions can improve 

fairness and efficiency to overcome the challenges inherent to them (Lagioia et al., 2022; Utkarshika and Mishra, 2024).  

Issue Legal Response Managerial Strategy 

Fake Products Consumer Protection Act Seller Verification 

Data Privacy Data Protection Law Encryption & Consent 

Misleading Ads Advertising Regulations Transparent Listings 

Disputes ODR Mechanisms Customer Support Systems 

Table 1: Comparative Analysis of Legal and Managerial Responses  

Although AI has significant potential to enhance ODR, a key element in responsible usage is to combat possible algorithmic 

biases that can erode fairness and trust in the results of dispute resolution (Ermakova, 2023). This entails the creation of 

efficient auditing systems and open AI models that can be examined concerning their fairness and compliance with ethical 

standards and thus address the risks related to automated decision-making in the legal sphere (Morison and Harkens, 2019; 

Wahid, 2023). Moreover, the difficulty in realising human-like mental skills and emotional perceptions in AI to solve disputes 

is a major problem in the way to reach a fully autonomous and successful result, which underlines the necessity of human 

control (Austin, 2018). This is especially essential with the tendency of AI to focus on efficiency by analyzing past data, 

which can unintentionally jeopardize the subtle and justifiable resolutions needed in intricate legal conflicts (Zafar, 2024). 

Although there are benefits to the use of Large Language Models in the context of ODR in the form of processing of large 

amounts of data and the recognition of complex patterns, the latter also brings concerns regarding the privacy and security of 

data, and advanced measures, including blockchain, are required (Ferrer-Benítez, 2022). Furthermore, AI implementation in 

ODR requires ethical norms and continuous investigation of possible biases, and issues of trust, accuracy, explainability, and 

privacy (Schmitz and Zeleznikow, 2022a, 2022b). Moreover, ODR providers commodify the entire process of dispute 

resolution and create possible biases in favor of repeat users, which requires minimum legal requirements that would demand 

transparency about the number of users or enable the external audit of AI algorithms to achieve ethical and fair results (Austin, 

2018). Furthermore, to promote transparency and accountability in AI-based ODR systems, it is necessary to have clear 

structures that allow disclosure of algorithm design and operational guidelines, and mechanisms that facilitate independent 

monitoring of biases and distortions (Spaulding, 2023; Tan, 2019).  

6. Conclusion 
The detailed discussion will serve to add to the current debate on digital consumer protection by suggesting a middle ground 

between regulation and technological advancement that will enable a safer and fairer digital market to everyone. It highlights 

the need to harmonize a technology-sensitive regulatory environment and active corporate governance to fill the enduring 

gaps in enforcement and jurisdictional complications (Namyslowska, 2025). mer protection in e-commerce, and especially 

how the current legal provisions can mitigate new risks like dark patterns and algorithmic manipulation (Paul, 2023). It will 

also explore how rules on consumer protection can consider consumer biases and heterogeneous consumer capabilities and 

preferences, which big data corporations tend to take advantage of (Streel, 2017). Furthermore, the paper will explore how 

e-commerce platforms can be intermediaries and evaluate how much they should be liable to protect consumer interests, 

especially in regards to product authenticity and misleading advertisements (Carl et al., 2023). It will also examine the 

interaction between consumer law and data protection law as they are parallel and complementary in offering holistic 

protection to the consumer in online markets (Reyna et al., 2017). The paper will also address the management approaches 

that e-commerce companies have embraced to incorporate compliance systems, transparency measures and effective 

grievance redress systems, which will help the company build consumer confidence and reduce the risk of legal actions. 

Lastly, this study aims to include policy suggestions to a stronger and more flexible regulatory framework that guarantees a 

high-level consumer protection in the vibrant digital economy, especially with regards to cross-border transactions and the 

emerging nature of AI-based consumer relations (1949- et al., 2021). Due to the growing popularity of AI, the research will 

also take into consideration how consumers can use AI-powered applications to protect themselves and empower themselves 

(Lippi et al., 2019). The conceptualization of consumer protection needs to be shifted towards a wider understanding that 

extends beyond economic interests to consumer as consumer-citizens whose decision-making has an impact on society, 

especially when it comes to AI-driven practices (Koolen, 2023). It requires a paradigm shift in consumer law, in which the 

standard of an average consumer would be replaced with the realization of the digital vulnerability inherent to all consumers 

and the fairness by design approach (Riefa, 2022). 
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